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The current cost of metal theft to the UK economy has recently been estimated 
by ACPO1 at £770m p.a. This fi nancial impact is dwarfed by the impact on society 
(inconvenience and potential impact on public health and safety) and commerce. 

The ThefT Of MeTAl IS A grOWIng 
PrOBleM In The UK, dIreCTly 
AffeCTIng MUlTIPle IndUSTry 
SeCTOrS (POWer, TrAnSPOrTATIOn, 
WATer And COMMUnICATIOnS).

1acpo – aSSocIatIon of chIef polIce offIcerS
Conductive Metal Theft Working group – Metal Theft Problem Profi le
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Attacks on BT copper cable network have isolated entire communities and disrupted emergency 
service communications.

Openreach strictly controls the recovery and processing of its own waste cable and it should not be 
available on the open market. all cable recovered by Bt, or its contractors, is disposed of through 
openreach’s offi cial channels and should not be offered directly to scrap metal dealers or recyclers.

We Mark – This document is designed 
to assist in the identifi cation of Openreach 
owned cables and associated metal assets. 
It is only a guide and is by no means 
exhaustive. If in doubt, the Openreach 
Metal Theft Taskforce will be able to 
provide formal identifi cation.

contact detaIlS

Bt Security helpdesk (24 hours) – 0800 321 999

openreach network Integrity unit – 0791 8082905

operation eIger email address – eiger@bt.com

SmartWater control room – 0800 0287317 

or email controlroom@smartwater.com 

crimestoppers – 0800 555 111 www.crimestoppers-uk.org

We Search – Openreach and 
BT group are working closely 
with police forces across the UK, 
The British Metals recycling 
Association, Crimestoppers 
and SmartWater to combat 
metal theft.

We proSecute – The 
BT Metal Theft Taskforce 
provides dedicated resource 
and investigates all incidents 
involving the theft or damage 
of cable from within our network 
and operational estate.
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the laW – Scrap Metal dealerS act 1964

The Scrap Metal dealers Act 1964 Civic goverment 
(Scotland) Act 1982, allows local authorities to regulate 
the scrap metal trade within their area. Scrap metal 
dealers registered with a local authority have a legal 
obligation to maintain books recording their dealings 
in relation to:

• All scrap metal recieved at 
their premises

• All scrap metal either processed at, 
or despatched from, their premises –
unless holding an exemption under the 
Civic government (Scotland) Act 1982.

All books must be bound and kept 
exclusively for this purpose. They must be 
retained for a period of two years after the 
fi nal entry.
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Scrap Metal eIther proceSSed 
at or deSpatched froM preMISeS

In relation to scrap metal either processed at, 
or despatched from premises, the book must 
accuratley record:

• description and weight

• date and description of processing or date of despatch

• In the case of scrap metal despatched on sale or 
exchange, full name and address of person to whom 
sold, or with whom exchanged and the consideration 
(price, value or other property) for which sold 
or exchanged

• In the case of scrap metal processed or despatched 
other than on sale or exchange, the estimated value 
immediately before processing or despatch. All entries 
must be recorded immediatly after the transaction.

It IS a crIMInal offence to faIl to coMply 
WIth theSe reQuIreMentS

poWerS of entry and InSpectIon

Under section 6 (1) of the Act, any constable shall have 
a right at all reasonable times:

(a) To enter and inspect any place for the time being 
entered in a register under section 1 of this Act as a 
place which is occupied by a scrap metal dealer as 
a scrap metal store or as a place which is occupied by 
a scrap metal dealer wholly or partly for the purposes 
of his business.

(b) To require the production of, and to inspect, any scrap 
metal kept at place and any book which the dealer is 
required by this Act to keep at that place, or, as the 
case may be, any reciept which the dealer is required to 
keep as mentioned in section 3(1)(b) of this Act, and to 
take copies of or extracts from such books or reciepts.
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Stolen MetalS InItIatIveS

Openreach cable 
and assets have been 
marked with a robust 
forensic liquid called

SMartWater,
a forensic coding 
system which is invisible 
to the naked eye but 
fluoresces yellow under 
ultra-violet (UV) light. 
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SmartWater contains a unique forensic code which links 
property to its owner, is almost impossible to completely 
remove and is capable of withstanding burning and 
bleaching. If attacked SmartWater may fragment onto 
cutting and processing equipment, providing a link back 
to a specific crime scene. 

SmartWater can be applied to any item of value, 
including all non-ferrous metals and is widely used within 
BT to protect cable and other assets at risk of theft – 
including within our underground cable network.

SmartWater could be anywhere within our network 
and estate and is also widely used in specialist 
undercover operations.

Police forces throughout the UK are trained to look for 
SmartWater. Scrap metal dealers and metal recyclers 
are also working with the police and are scanning metals 
brought onto their premises with UV equipment. If they 
find any traces of SmartWater on metals then they will 
refuse to handle it and, where necessary, will inform the 
appropriate authorities.

crIMeStopperS

Crimestoppers is an independent charity helping to 
fight crime. It is not part of the police or government. 

The charity believes that people and their communities 
have the right to live without crime and without the 
fear of crime.

Their mission is to provide a means to detect, reduce and 
prevent crime through the provision of information about 
crimes to law enforcement from anonymous sources. 

Crimestoppers operates 0800 555 111 and  
www.crimestoppers-uk.org for people to pass on 
information about crimes anonymously. They will 
not take users’ names or any personal details and 
information cannot be traced or recorded. As users 
remain anonymous, it also means they will not go to 
court or give a statement to police.
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TeleCOMMUnICATIOn CABle CAn COMe In A 
VArIeTy Of SIzeS And COre COnfIgUrATIOnS, 
The fOllOWIng Are exAMPleS Of The MOST 
COMMOnly USed.
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current caBle MarkIngS 

Some telecommunication cables used by BT have their own unique marking printed onto the outer 
sheathing. This is an example of a typical cable marking:

hCe – 
manufacturers 

code for BT

Property of BT PlC  
(only on cables manufactured 

from May 2008)

Cable description 100/0.5 –  
100 pairs of wire each conductor 
0.5mm diameter

date of 
manufacture

BT Item code – 
unique number 
used within BT

Manufacture info –  
in this case manufactured 
by B3 CABleS

02994 HCE  11.04.11  PROPERTY of BT PLC property  067628  100/0.5  b3 cables
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5 paIr 0.5mm SWa telecoM caBle

grease filled steel wire armoured telephone cable 
5 pairs 0.5mm conductor 
Outer sheath colour – light grey 
layer of galvanised steel wires 
Inner sheath colour – black
diameter – 10mm

this cable also comes in 10, 20, 50 and 100 pair sizes 
with various core configurations.
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300 paIr 0.4MM peut telecoM caBle

Air core duct telephone cable
Aluminium moisture barrier adhering to the sheath
300 pair 0.4mm conductor
Sheath colour – black
diameter – 23mm

this cable also comes in 50 – 4800 pair sizes with various 
core configurations. 
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800pr 0.5MM peut telecoM caBle

Air core duct telephone cable
Aluminium moisture barrier adhering to the sheath
800 pairs 0.5mm conductor
Sheath colour – black
diameter – 46mm

this cable also comes in 50 – 4800 pair sizes with various 
core configurations.
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1600pr 0.4MM peut telecoM caBle

Air core duct telephone cable
Aluminium moisture barrier adhering to the sheath
1600 pairs 0.4mm conductor
Sheath colour – black
diameter – 51.5mm

this cable also comes in 50 – 4800 pair sizes with various 
core configurations.
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20 paIr 0.5MM pet telecoM caBle 

grease filled duct multi-pair telephone cable
20 pairs 0.5mm conductor
Sheath colour – black
diameter – 10mm

this cable also comes in 2 – 100 pair sizes with various 
core configurations.
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100 paIr 0.5MM pet telecoM caBle 

grease filled duct telephone cable
100 pairs 0.5mm conductor
Sheath colour – black
diameter – 24mm

this cable also comes in 2 – 100 pair sizes with various 
core configurations.
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50 paIr 0.5MM aerIal caBle 

grease filled figure 8 aerial cable
50 pairs 0.5mm conductor
Steel support strand
Sheath colour – black
diameter – 16mm

this cable also comes in 10 – 100 pair sizes with various 
core configurations.
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100 paIr 0.6MM aerIal caBle 

grease filled aerial cable
100 pairs 0.6mm conductor
Steel support strand
Sheath colour – black
diameter – 30mm

this cable also comes in 10 – 100 pair sizes with various 
core configurations.
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40 paIr 0.6 tvS (pcM) caBle 

grease filled duct telecom cable
40 pairs 0.6mm conductor
Transverse screen – this is a second
foil barrier separating the inner core
diameter – 20mm

this cable also comes in 20, 40 and 80 pair sizes 
all with 0.6mm conductors.
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drop WIre nuMBer 10 

2 pairs 0.5mm conductors
Aerial telecom cable
x3 steel support strand
Sheath colour – black
diameter – 5mm

this cable also comes in 1, 2 and 4 pair sizes 
with various core configurations.

19

7432_Cable_Ident_3b.indd   19 22/06/2011   17:27



legacy caBle

lead-Sheathed

lead-sheathed cable was installed in the ground up until 
the late 1960s, but is still very common. It comprises 
of an outer layer of lead – sometimes wrapped in hessian 
and bitumen for protection, with a paper-wrapped 
copper core. 

lead cables come in a variety of sizes, from 1cm to 
nearly 10cm diameter. The inner core can also differ 
in its appearance – many trunk cables will have a number 
of thick coaxial tubes at the centre.
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polythene-Sheathed caBle

After lead-sheathed cable was discontinued, BT introduced 
a polythene-sheathed cable. The outer core is made up of a 
translucent or white coloured polythene sheath, with an aluminium 
barrier between it and the core. The core is still paper-wrapped 
copper and is identical to that used in the previous lead cables. 
Again it comes in a variety of sizes and core confi guration.

The pairs are insulated with either plastic or paper sheathing. 

Coaxial cable was used to carry high grade circuits prior to 
fi bre optics. This type of cable consists of copper coaxial tubes 
wrapped in a steel ribbon. Again, it comes in a variety of sizes 
and core confi gurations.

These are examples of manufacturers’ Id labels found on 
legacy cable. Id labels are located between the sheathing 
and copper conductors.

21
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Internal caBle (JuMper WIre) 

This twin core cable is stored on small hand-held drums and 
used internally within telephone exchanges. due to its size it 
does not have any marking along its length but is unique to BT. 
It is disposed of by BT within white marked plastic sacks.
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fIBre optIcal caBle

The examples here are of fi bre optical 
cables and tubing. This type of cable 
consists of plastic tubing which protects 
the glass conductors. This cable does not 
contain any metal but is used extensively 
within the telecommunications network. 
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Bt caBle druM laBelS

The following are typical labels which would be affi xed 
to a cable drum owned by BT. 

24

caBle traIlerS

larger cable drums are transported by cable trailers. The 
following are examples of the type of trailers used by BT.
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caBle WInch

Cable winches are used by Openreach and its contractors to install and remove cable from within the underground 
network. The following photographs are examples of the different types used by BT and contractors.
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It is common practice for thieves to process the cable before selling it on by removing its outer sheathing. 
This is generally achieved by stripping the outer sheathing and burning the conductors to remove the insulation. 
The following photos are examples of the results of this practice.

Stolen cable can also be found cut into 1 to 2 metre length “sticks”.
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fOr MOre InfOrMATIOn PleASe VISIT
WWW.OPenreACh.CO.UK/CABlePrOTeCTIOn
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www.openreach.co.uk

The telecommunications services described in this publication  
are subject to availability and may be modified from time to time.  
Services and equipment are provided subject to British  
Telecommunications plc’s respective standard conditions of  
contract. nothing in this publication forms any part of any contract.  
BT, Openreach, the BT logo and the Openreach identity are trademarks 
of British Telecommunications plc.

© British Telecommunications plc 2011.  
registered office: 81 newgate Street, london eC1A 7AJ  
registered in england no: 1800000  
Produced by Openreach  
designed by Westhill.co.uk  
Printed in england

phMe 62436
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